
 

 

 

Cyber Security Assistance Required 
 

ACTIONS TAKEN TO PREVENT REOCCURENCE:  

 

The threat of a cyber security incident occurring is of increasing concern to 
organisations, both globally and here in New Zealand. Industrial Control Systems (ICS) 
operated by energy sector organisations provides an attractive target for cyber-crime 
syndicates wishing to disable systems for financial gain and cause wide spread 
disruption. Globally, there has been a substantial increase in the number of 
cyberattacks in the past year. While not specifically targeting the energy sector in NZ, 
there have been a number of highly publicised ransomware attacks that occurred 
during 2017, WannaCry and NoPetya are just a few. Here at Transpower, we take this 
threat very seriously and have put in place a number of controls to minimise both the 
likelihood and impact of such an event occurring. However, we are not immune and 
therefore are seeking the assistance from our staff, service providers, consultants and 
contractors to be extra vigilant and take extreme care. 

 

• Ensure you have read and comply with CP.CE.PP.024 Security Awareness and Appropriate Usage Policy 

• Consider independent or third-party information and cyber security assessments of your systems 

• Never use un-approved USB device(s) on Transpower systems, including desktops, laptops or ICS systems 

• Ensure your systems have the latest anti-virus patches, to limit likelihood of transferring viruses to     
Transpower 

• If you suspect you have encountered a cyber security incident or breach, immediately contact Transpower 
Service Desk on 0800 16 16 40 or Security Services Manager Garry Lewis on 027 537 5728 

CONTRIBUTING FACTORS: 

 

LEARNINGS FROM THIS 

 

• Malware (malicious software) is a common cyber borne attack, often spread via; e-mails, USB storage 
devices, clicking on website links and via phishing campaigns 

• Malware embeds itself in systems and programmes and is designed to perform specific actions 
depending on what it is targeting 

• Depending on the type of malware and how prepared an organisation is will largely determine the 
impact 

• Transpower has put policies in place such as CP.CE.PP.024 Security Awareness and Appropriate Usage 
Policy setting out what you can/cannot do when working with Transpower 

• All employees, service providers, consultants and contractors must adhere to this policy, and will have 
signed either the Policy Acceptance Form Appendix 2, or agreements which reference this policy 

For more information, Name:  Garry Lewis 
please contact: Designation:  Security Services Manager 
 Ph:  +64 4 590 6848                   Mob: +64 27 537 5728 

 garry.lewis@transpower.co.nz    
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